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' Data asset loss

2 Dan Geer

3 Bruce Schneier

4 (Majuca, Kesan, & Yurcik, 2006)
5 Informationweek.com

6 (kpmg, 2013)
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Total Data Breaches in 2014

No. of breaches No. of records exposed
(% of all breaches) (% of all records exposed)

Banking/Credit/Financial 43 (5.5%) 1,198,492 (1.4%)
Business 258 (33.09%) 68,237,914 (79.7%)
Educational 57 (7.39%) 1,247,812 (1.5%)
Government/Military 92 (11.7%) 6,649,319 (7.8%)
Medical/Health Care 333 (42.5%) 8,277,991 (9.7%)

Source: identity Theft Resource Center
Note: The ITRC defines a breach as an event inwhich an individual's name plus Social security number, driv-
er's license number, medical record, or financial record/credit/debit card is potentially put at risk. Breaches
include those identified as of 1/5/2015.
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2 (Airmic Review of Recent Developments in the Cyber, 2013)

3 ibid

4 www.oxforddictionaries.com/definition/english/cybersecurity

5 dictionary.cambridge.org/dictionary/business-english/cybersecurity
& www.webopedia.com/TERM/S/security _policy.html
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T www.encyclopedia.com/doc/1011-systemsecurity.html
2 dictionary.reference.com/browse/security+system
3 bound registers

4 www.encyclopedia.com/doc/1011-hardwaresecurity.html
5 (Kissel, 2013)
6 http://thelawdictionary.org/computer-system/
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T (watson, 2012)
2 Commission on Trade Documents and Exchanges

3 (Commission on Trade Documents and Exchanges of Corporate Financing, 2011)
4 (ponemon Institutes, 2012)
5 (State Security Breach Notification Laws, 2012)
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3 Denial of service attacks

‘DOS

5 overloading
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" Information extortion / Cyber extortion
2 definitions.uslegal.com/c/cyberextortion/

3 (IBM Security Services 2014 Cyber Security Intelligence Index, Analysis of cyber attack
and incident data from IBM’s worldwide security operations., 2014)

41BM

5 (Rouse, 2010)

6 Viruses

" worms

8 corals
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3 Bruce Schneier
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3 Health care

4 (. Cyber/Privacy Insurance Market Survey, 2013)

5 Accumulation risk

6 Allianz SE
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